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Cybersecurity Engineering, Cert. (GR)      
Program Description 

The certificate in Cybersecurity Engineering provides graduate students with the core concepts, tools 
and skills in cybersecurity engineering with the knowledge they need to maintain a safe, 
technologically-enhanced environment. These skills are essential for the design, integration, operation, 
and maintenance of large-scale systems in the government, military, and civil industries. The 
cybersecurity engineering discipline is focused on the successful realization and protection of large-
scale, interconnected systems. The scope of cybersecurity engineering spans the entire system 
lifecycle, from earliest conception through system retirement. 

Outcome – Depth of Knowledge 

Graduate students will be able to describe the fundamentals of cybersecurity and cyberoperations, and 
to describe its importance to national security. 

Measure – CYBR 602/CSCE 702 Course Semester Paper 

Data Collection: CSCE 702/CYBR 602-Cybersecurity Law & Policy is a popular course offered 
every year for the graduate Cybersecurity Engineering Certificate.  The course includes current 
events discussion on relevant information and relies on extensive analysis of laws and policies 
whereby students will demonstrate their knowledge and skills by preparing short written 
assignments throughout the semester on some aspect of cybersecurity law using their 
knowledge and skills obtained through the course.  Students take a required midterm exam and 
an optional final to test their analytical skills on aspects of law such as legal issues surrounding 
emerging technologies that may compromise privacy. 

At the end of the term, a semester paper is due on a topic of the student’s choice approved by 
the instructor with some nexus to cybersecurity and law. The final exam is optional only if the 
student produces a semester paper with additional requirements (e.g., longer page length) than 
the normal paper rubric. In this paper, the students will demonstrate their knowledge of the 
fundamentals of cybersecurity and cyberoperations, explain legal implications, and relate its 
importance to national security or policy.  Papers are gathered at the end of the term by 
instructional faculty for assessment. 

Methodology or data analysis strategy: The instructor has offered students the option to not 
take the final exam.  The semester grade is calculated using the relative percentages of all work 
and turning in a longer semester paper at an earlier due date (to give the instructor time to 
calculate the grades enabling students to make an intelligent decision whether to take the 
finals).  The rubric for the semester paper is attached.  

[See Cybersecurity Law Paper Rubric under Supporting Documentation.] 

Target 

90% of students will have scores be at least 80% out of 100%. 
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Supporting Documentation 

Measure: CYBR 602/CSCE 702 Course Semester Paper 

Cybersecurity Law Paper Rubric 
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